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INTRODUCTION 

Mobile payments allow consumers to use their 

smartphone instead of cash or payment cards to 

execute a transaction. More and more 

undertakings offer such ‘mobile wallets’: Apple 

recently introduced ‘Apple Pay’, Google  has 

already been offering the ‘Google Wallet’ for a 

while, and in Belgium the ‘Six Dots’ app emerges 

as a collaboration between several Belgian 

Banks. Those initiatives have in common that the 

consumers can pay simply by holding their 

smartphone nearby a point-of-sale terminal 

(POS) in a shop.  

Financial institutions or payment service 

providers (PSP’s) already offer peer-to-peer 

payments or remote mobile payments via online 

banking in Belgium. In contrast to the United 

States, contactless mobile payments at a 

merchant’s shop remain not so frequent in 

Belgium and Europe. But we may anticipate this 

to change in a near future. 

SIMILARITY WITH CARD PAYMENTS 

Functionally speaking, a mobile contactless 

payment is very similar to a payment with a credit 

or debit card. Instead of placing the payment card 

in the POS terminal, the consumer holds his 

smartphone nearby the terminal. Once identified, 

he can then accept the transaction. The purchase 

information moves through 

the merchant's system, and 

is forwarded to the acquiring 

bank from which it is sent to 

the consumer’s issuing bank. 

The latter registers the 

transaction and accepts or 

declines it. Afterwards the 

authorization or refusal of the 

transaction is transferred 

through the card network to 

the merchant’s POS terminal 

which then shall deliver a 

receipt on the consumer’s smartphone. 

THE TECHNOLOGY BEHIND: NEAR FIELD 

COMMUNICATION 

In general there are three types of mobile 

payments: proximity, remote and person-to-

person. The technology which is most of the time 

used for proximity payments is NFC. It is a 

contactless radio technology and can be seen as 

a more advanced type of RFID technology (Radio 

Frequency Identification), a technology that 

permits to uniquely identify objects through radio 

waves. By way of illustration, this type of 

technology can also be used for race timing and 

inventory management.  

A smartphone equipped with NFC transmits 

frequencies over a very short range, i.e. a few 

centimeters. This allows the consumer to send 

payment instructions and request a confirmation 

from the issuing bank simply by holding his 

smartphone nearby a POS terminal. 

THE KEY COMPONENT: SECURE ELEMENT 

The key element of mobile payments using NFC 

is the Secure Element (SE), which uses the same 

EMV standard for encryption as is used on 

payment cards (EMV stands for Europay, 

Mastercard and Visa, the developers of the 

standards). It is the Mobile Network Operator 

Source : MPIW Security Workgroup 

Initiative (Federal Reserve Bank 

Boston) 



 

 

(MNO), e.g. Proximus or BASE, who develops 

and owns the SE that is stored in a smartphone.  

As the Secure Element is divided into ‘rooms’, 

the MNO’s have the possibility to ‘rent’ these to 

PSP’s. A key is also delivered in order to encrypt 

the ‘room’ within the SE, so that only the PSP 

can read and access the financial data. This 

ensures that payment credentials can be read 

and transmitted in a secure way. Third parties, 

including the MNO or the mobile wallet 

application developer, cannot access that 

financial data.  

Note that some contactless mobile payments 

work a bit differently, with the Secure Element 

being stored in the cloud (on a remote Secure 

Server) instead of on the device itself. 

But in all instances, as it is paramount to ensure 

the data encryption and to secure the access to 

the room on the SE, the MNO and issuing bank 

each rely on third parties, i.e. Trusted Service 

Managers (TSM).  

A MOBILE WALLET AND ITS ADDED VALUE 

Against this backdrop, a mobile wallet is basically 

a software application able to interact with the 

Secure Element so as to process the data. The 

mobile wallet is in essence a user interface that 

the consumer uses to send payment instructions 

in order to complete a contactless payment 

transaction. 

There can be either ‘vertical’ mobile wallets, e.g. 

an application of an issuing bank which is 

exclusively applicable for payments through this 

bank itself, or ‘horizontal’ mobile wallets granting 

access to multiple payment services providers. In 

the latter case, different cards from different 

PSP’s can be stored upon the electronic wallet, 

just as in a normal wallet.  

Most of the time a password is required to open 

the mobile wallet application. Afterwards the 

consumer has the possibility to choose which 

(available) payment cards he wishes to add to his 

wallet or to use. The TSM’s shall guarantee this 

is all done encrypted.  

Thus, instead of having multiple physical 

payment cards, a smartphone equipped with a 

mobile wallet holds all customer’s payment cards 

in one location. This new way of paying gives 

merchants also the opportunity to intensify its 

relationship with customers, for instance by 

providing value-added tools such as loyalty cards 

or coupons which can equally be stored in the 

mobile wallet. 

It is by no means required that the app developer 

is a PSP itself. By principle every undertaking 

can offer a mobile wallet application. But the 

attractiveness of the different mobile wallets 

provided by the app developers shall be greatly 

influenced by their ability to interact with and 

process the cards of different PSP’s.  

SECURITY IN A COMPLEX ECOSYSTEM 

Swiftness and efficiency are some of the primary 

characteristics of mobile payments. However, as 

the payment card is replaced by a smartphone 

the payment ecosystem becomes more complex: 

besides banks, card networks, merchants and 

POS manufacturers, also (mobile wallet) 

application developers, app marketplaces, 

smartphone manufacturers, Trusted Service 

Managers, mobile network operators, etc. are 

part of the game. Depending on the exact 

payment process of the mobile wallet, it is 

possible that there are more ‘participants’ or that 

one party may have different roles. 

Guaranteeing (and maybe even more convincing 

the public of) the confidentiality and security of 

these transactions shall be essential for the 

success of these new payment methods.  

All different stakeholders of the ecosystem shall 

need to implement appropriate technical 

measures to prevent data breaches, such as 

unauthorized third parties reading the NFC chip, 

interception or alteration of transmitted data and 

unauthorized access to a POS terminal. A 

collaboration between the different actors seems 

thus necessary. 

A crucial topic shall be the processing of the 

consumer’s personal data. This will be the 

subject-matter of our next Digital Finance News.

 

Do you want to find out more about mobile 

wallets and mobile payments in a Belgian or 

more general context, how it can be used and 

what the consequences may be for your 

activity?  

Please contact Simont Braun’s Digital 

Finance Team: 

Catherine.Houssa@SimontBraun.eu 

Benjamin.Docquir@SimontBraun.eu 

Philippe.DePrez@SimontBraun.eu 

Jan.Clinck@SimontBraun.eu 

Or by telephone via +32 (0)2 543 70 80 
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